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Features

Install, update, packages, management

. Live CD, update, NanoBSD/embedded, virtual machine, and USB installers available

. Packaged support/push-button installer for extensions, including the Squid proxy
server, the Snort intrusion prevention/detection system, ntop, the HAVP antivirus
package, IP blocklists, and the FreeSWITCH[7] telephony platform

. Multi-language

. Console, web-based GUI, SSH (if enabled) and serial management

- RRD graphs reporting

. Traffic shaping and filtering

. Real-time information using Ajax

Functionality and connectivity

» Virtual Private Networks using IPsec, L2TP, OpenVPN, or PPTP

- PPPOE server

- High availability clustering; redundancy and failover including CARP and pfsync
+ Outbound and inbound load balancing

» Quality of Service (QoS)

» Dynamic DNS

. Captive portal

» UPNnP

» Multi-WAN

- VLAN (802.1q)

« DHCP server and relay

. |[Pv6 support

 Multiple public IPs/multi-NAT

- RADIUS/LDAP

» Multiple resolvers (DNS forwarder, Unbound, TinyDNS, other)

. Aliases supported for rules, IPs, ports, computers, and other entities

Firewall and routing

. Stateful firewall

- Network Address Translation

. Filtering by source/destination IP, protocol, OS/network fingerprinting

- Flexible routing

. Per-rule configurable logging and per-rule limiters (IPs, connections, states, new connec

tions, state types), Layer 7 protocol inspection, policy filtering (or packet marking), TCP
flag state filtering, scheduling, gateway

» Packet scrubbing

- Layer 2/bridging capable

. State table "up to several hundred thousand" states (1KB RAM per state approx)

. State table algorithms customizable including low latency and low-dropout
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Features and Specifications

1. Firewall

2. Easy to use Web Based Graphical Interface no need to know how to create firewall rules,
it is helpful however.

3. Installation Setup Wizard

4. Wireless Access Point (must install a Wi-Fi interface)

5. Ability to setup and firewall multiple subnets (separate Accounting, Marketing, R&D
and sales from each other)

6. Traffic Shaping

/. State Table

8. NAT

9. Redundancy

10. CARP (failover) - CARP from OpenBSD allows for hardware failover. Two or more firewalls
can be configured as a failover group. If one interface fails on the primary or the primary
goes offline entirely, the secondary becomes active. pfSense also includes configuration syn-
chronization capabilities, so you make your configuration changes on the primary and they
automatically synchronize to the secondary firewall.

11. SafeNetsync - SafeNetsync ensures the firewall's state table is replicated to all failover
configured firewalls. This means your existing connections will be maintained in the case of
failure, which is important to prevent network disruptions.

12. Load Balancing both Outbound and Inbound

13. nmap, ping, traceroute via the GUI

14. VPN - IPsec, OpenVPN, PPTP

15. PPPoE Server

16. RRD Graphs Reporting

17. Real Time Information - Using AJAX

18. Dynamic DNS

19. Captive Portal

20. DHCP Server and Relay

21. Command line shell access

22. Wake on LAN

23. Proxy Server

24. built in sniffer - packet capture

25. Ability to backup and restore your firewall configuration via the web GUI
26. Edit files via the web GUI
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